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FORWARD  

Welcome to the Loddon Mallee 

Cybersafety Project. This exciting 

project is a community lead project 

managed by Ms Lee Baxter, Senior 

Programs Officer from Student 

Wellbeing & Drug Education, 

DEECD and Ms Francis Browne, 

Operational Leader, Bendigo 

Catholic Education Office. The 

Loddon Mallee Cyber safety 

Project has a steering committee 

comprised of local representatives 

from the following groups, LM 

Regional Office DEECD, Catholic 

Education Office, Victoria Police, School Focused Youth Service, Central Victorian 

Technology Business, CentaCare, Telstra CountryWide, LM Region Secondary and Primary 

Schools.  

The Loddon Mallee Cybersafety Project has been funded by the Telstra Foundation 

Community Cybersafety Grants and includes three main components:  

Analysis and Investigation: Surveying of students, teachers, and parents, to examine factors 

related to cybersafety such as internet usage, monitoring and control of internet use, problem 

use, compulsive use, cyber bullying, legal issues. 

Training:  Professional development of key stakeholder leadership, community education 

through community based forums, curriculum development, and 

Resources: Peer education resource development 

This report forms the analysis and investigation component of the survey, and is designed to 

give the community specific feedback about cybersafety in their schools and homes. A sample 

of schools from the Bendigo, Kerang and North Central, and Mildura Areas were invited in 

2009 and 2010 to participate in the analysis and investigation component of the LM 

Cybersafety Project. For those schools participating in the analysis and investigation 

component, all students from grade 4 to year 12, and all school parents and teachers of grade 4 

to year 12 were invited to complete the online survey.  

This is the Bendigo Community Region report and was prepared by Dr Sophie Reid with the 

support of Ms Sylvia Kauer and Ms Robyn Treyvaud. 
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EXECUTIVE SUMMARY  

¶ The Cybersafe Survey covered a wide range of behaviours, attitudes, experiences and 

concerns about children and young peopleôs online world and sampled from the 

perspective of children, parents and teachers in the Bendigo region.  

¶ Overall there was a 23% student response rate to the survey. The primary school data 

are likely to be representative of the behaviours and concerns of primary aged children 

in the Bendigo community as the response rate was 50.1%. The secondary school 

student, parent and teacher data are best interpreted as suggesting possible behaviours, 

attitudes and concerns of these groups in the community, but are not representative due 

to low participation rates at a school, student and parent level. 

¶ 20% of grade 4-6, 50% of year 7-8 and 76% of year 9-10 students had a social 

networking profile, and most students reported having a photo of themselves, their 

name and city on public display in their social networking profile. 

¶ The overwhelming majority of young people do not disclose their home address, phone 

numbers or email address online and are cautious about strangers contacting them 

online. 

¶  86% of grade 4-6, 63% of year 7-8, 45% of year 9-10 students had internet related 

rules at home. The most common rule concerned length of time on the internet.  

¶ Almost 100% of the student sample reported that their school had internet use rules or 

policies and blocked access to certain websites, but 32.5% of grade 4-6 and 58.9% of 

year 7-10 students reported that they knew how to get around some or all of these 

rules/blocks at school.  

¶ Almost 100% of parents surveyed reported that their childôs school had internet use 

rules/policies and/or blocks certain websites.  

¶ 58% of teachers reported that their school had internet use rules or polices. 

¶ 23.7% of grade 4-6 and 22.9% year 7-10 students had found something horrible, 

worrying or scary on the internet and this material was most commonly: scary 

images/movies or games, pornographic photos or videos, sexual harassment or 

solicitation, images/video of animal cruelty, being threatened or bullied, grotesque 

images, and being offered drugs. 

¶ 19.7% of grade 4-6 and 38.8% year 7-10 students had gone to a website that they are 

not allowed to visit or might get in trouble for visiting. These students reported that 

they did this at home (76%), school (22%), a friendôs house (10%), or other (4%).  

¶ 12.3% of grade 4-6 and 32.6% of year 7-10 students reported that they had gone to an 

adults only (18+ years) website. These students stated that they did this at home 

(70.7%), school (14.6%), a friendôs house (12.2%), or other (2.4%). 

¶ 45.6% of grade 4-6 and 63.6% of year 7-10 students reported that they have met new 

people online that they do not know in real life. 

¶ 3.5% of students in year 9-11 reported meeting the proposed criteria for ñinternet 

addictionò (Note: ñinternet addictionò is not a universally accepted syndrome/disorder, 

but indicates internet use at a level that causes significant dysfunction to the individual).  
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¶ Online harassment had occurred to 23.7% of grade 4-6, 33% of year 7-8, and 55% of 

year 9-10 students at least once in the last month. 

¶ 8.4% of grade 4-6, 9.3% of year 7-8 and 40.5% of year 9-10 students reported harassing 

someone else online in the last month. 

¶ An overwhelming message from open ended questions posed to the students surveyed 

in the Bendigo region was that they want parents to help keep them safe when they are 

online. 

¶ Parentôs greatest concerns about threats posed by the internet were computer viruses 

and sexual predators.  

¶ 57% of the parents surveyed reported they were concerned about their child 

experiencing cyber bullying or online harassment and 30% of parents were concerned 

that their child might victimise another person online. 

¶ The majority of parents surveyed (over 70%) thought that in school education, filter 

software, guidelines and information for parents, parent information evenings, and free 

website resources for parents outlining ways of keeping children and young people safe 

online were likely to be effective strategies. 

¶ The teachers surveyed appeared to be more in touch with young peopleôs experiences of 

the online world than the surveyed parents. 92.4% of teachers were concerned about 

cyber bullying, followed by sexual predators and theft of personal information. 

¶ 88% of teachers were concerned about their students cyber bullying others and posting 

inappropriate content online (84%). 

 

RECOMMENDATIONS: 

 

¶ Primary school children need an attractive alternative to adult social networking sites 

and the opportunity to learn and practice appropriate social networking skills explicitly 

guided by adults before becoming participants in adult social networking. 

¶ High schools students need assistance to harness the range of ñprivacy settingsò on 

facebook to allow them to be more discriminating in which ñfriendsò they share their 

personal information with and protect them from future misuse of that information, in 

particular cyber bullying.  

¶ For students to respect school internet use policies and rules, it is critical that these rules 

are devised in consultation with students and that all students and teachers share a 

common understanding of what these policies and rules are and what the consequences 

and sanctions are for breaking them.  

¶ As students are bypassing risk controls within schools, it is recommended as a matter of 

urgency that a full risk assessment is conducted engaging many different stakeholders 

such as policy makers, legal advisors, teachers and most importantly students to cover 

many different risk contexts associated with internet access at school (e.g. legal, 

reputation, direct harm, financial and operational).  
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¶ Many young people reported being exposed to inappropriate and often violent content 

on the internet. It is critical that ñofflineò protective behaviours education is brought to 

bear on and taught explicitly in the context of exposure to online material and activities.  

¶ It is critical that ñonline friendshipsò are included in social skills curriculum in Bendigo 

schools given the frequency of such friendships reported by Bendigo students. Raising 

young peopleôs consciousness about the positives and negatives of online and offline 

friendships and the experiential differences of friendships will assist them to remain 

emotionally and physically well in both types of friendships.  

¶ In relation to compulsive internet use, parents need to view limiting the internet in the 

same manner as limiting other enjoyable activities that require moderation. 

¶ It is recommended that for older students, ñinternet addictionò as a concept and problem 

is included in school drug education. 

¶ In relation to online harassment and cyber bullying it is recommended that Bendigo 

schools establish, in consultation with students and the whole school community,  

o clear definitions of online harassment,  

o policies, programs, and procedures which explicitly address online harassment,  

o clearly documented procedural steps to manage online harassment making 

explicit the roles and responsibilities of staff, students, and parents, and   

o clearly documented and displayed consequences for students who are found to 

harass and bully their peers online. 

¶ It is critical that parents implement monitoring programs (e.g. a free option is Norton 

Online Family) and develop a family culture of monitoring, responsibility and 

accountability for online behaviours before the time the oldest child in the family 

finishes primary school with the expectation that this home internet culture will 

continue throughout adolescence. 

¶ The parents and students in the Bendigo region require immediate assistance to bridge 

the communication and knowledge divide between the needs and concerns of young 

people in their online activities and the worries and concerns of parents. 

¶ In addition, parents in the Bendigo region need clear direct steps and guidelines around 

implementing family rules and responsibilities for online behaviours and installing 

software that allows them greater understanding and management of their home online 

environment. 

¶ New and innovative means of reaching parents to encourage them to extend home 

internet use rules from length of time to focus strongly on rules of engagement and 

ethical behaviours online are desperately needed.  

¶ Finally a whole parental community response to online harassment is needed. If the 

majority of parents in the Bendigo community set clear rules, responsibilities and 

expectations about online harassment and do so in consultation with their children, the 

rates of online harassment within the community are likely to decrease and a cultural 

change around the internet for that community is likely to occur. 
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INTRODUCTION  

The internet and other connected technologies provide children and young people with an 

exciting world of information, social connection, and learning opportunities. As with all new 

technologies, the internet has a positive and a negative side. Some of difficulties for children in 

their online activities, many of which have received recent media interest are: cyber bullying or 

harassment, exposure to adult, grotesque or inappropriate material, compulsive use or ñinternet 

addictionò and production or distribution of sexually explicit files. Further, parents and 

teachers are often in the dark about childrenôs activities or at a loss as to how to respond. Well 

informed policies, strategies, and responses that help to keep young people safe online are 

needed. To date there is little research, especially in the rural setting, focusing on and drawing 

together young peopleôs, their parentsô and their teachersô behaviours, attitudes and use of 

technology. Research informing policy guidelines, procedures and school curriculum focusing 

on decreasing young peopleôs vulnerability and increasing their safety online is needed. 

AIMS  

The overall aim of the Loddon Mallee Cybersafety Project was to develop and implement 

policies and procedures about cybersafety for school-aged young people that are derived from 

community consultation and assessment and therefore tailored or best suited to individual 

community needs.  

The specific aims of the Cybersafe Survey were to develop a current picture and understanding 

of online use, attitudes, ethics and behaviours of students, parents, and teachers and to 

investigate the current needs and risks specifically relating to online activities in the four 

regions Bendigo, Kerang and North Central, Macedon Ranges and Mildura. 

This report and community forums which follow/accompany this report are designed to give 

each community their student, parent and teacher data in a synthesised user friendly manner to 

assist the subsequent development of policies, professional development and resource 

development to address cybersafety concerns. For this reason, confidence intervals are not 

listed throughout the report, but are included in Appendix 1 for key variables. Further 

confidence intervals are available from Dr Reid. 
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METHODS  

PARTICIPANTS  

The target population was government, independent and catholic schools in the Bendigo 

region. Each school was invited to participate in the research component. Of a potential 16 

schools, 10 agreed to participate. Approximately 1750 grade 4 to year 12 students in the 

Bendigo region who attend government and non-government schools were invited to complete 

a confidential and anonymous online survey about their cyber use, attitudes, ethics, and current 

behaviours. In addition, approximately 740 teachers and 6,000 families in the Bendigo region 

were invited to complete an online survey to examine their current knowledge, levels and areas 

of concerns, attitudes and behaviours regarding childrenôs cyber use.  Informed written consent 

for students to participate was obtained from parents.  

PROCEDURE 

Each school principal was asked to nominate a person within his or her school to coordinate 

administration and retrieval of parent consent forms and data collection. The nominated 

teachers from each school underwent a half day training with Dr Reid in which access to and 

administration of the survey was outlined. Enrolment of participants in the survey (obtaining 

parent consent and ensuring students complete the survey) was the responsibility of the 

administrating teacher/s and principals. The Cybersafe Survey research team were not involved 

in this process. Schools were offered a half day CRT reimbursement from Loddon Mallee 

Department of Education and Early Childhood Development for participation in the survey.     

Schools were provided with the parent consent forms and asked to distribute to all students in 

grade 4 to year 12. The exception was Bendigo Senior Secondary College in which, due to the 

significant size of the school and capacity to participate, the school nominated that 100 students 

would be given parental consent forms to return. Each school was provided with a master 

identification list of unique identifying numbers for each student. Teachers assigned each 

student a unique identification number and added them to a master identification list which 

remained securely stored at the schools. To ensure confidentiality and security of information, 

the researchers were not provided with the student participantsô names, and schools and 

teachers did not have access to individual results of participants. On the day of the student 

survey, participants completed an online consent form and the online survey individually 

during school time. Coordination and administration of the survey was done conducted by 

teachers within each school. 

Parents within the school communities were invited to participate in the respective online 

surveys via school newsletters, letters sent home via students, and email lists. Teachers of 

grade 4 to year 12 were invited to complete the surveys via staff meetings and email lists. It 

was the responsibility of schools to administer the invitation to parents and teachers to answer 

the survey. The Cybersafe Survey research team did not participate in this process. 
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For both parents and teachers, a consent form was displayed as the entry page to the online 

survey and consent to participate indicated via checking an ñI agreeò box. Only a check in this 

box allowed progression through to the survey. Reminders were distributed by email lists, 

newsletters, and school bulletins, and in staff meetings (for teachers) a number of times.  

THE SURVEY 

The questionnaires were adapted from leading international cohort studies such as the PEW 

Internet and American Life Projects, The National Schools Board Association study on socially 

connected behaviours of young people, the EU Kids online project, and the National Centre for 

Missing and Exploited Children (USA). The online harassment questions were adapted from 

the Australian Covert Bullying Prevalence Study (Cross et al., 2009).  Given the speed of 

internet use and technology changes some of the questions, including the bullying questions, 

were altered or extended to include up-to-the-minute changes in cyber use and popularity of 

particular activities. The student questionnaires covered the same topics, and in most cases 

were identical but were tailored to developmental needs of students spanning grade 4 to year 12 

(e.g. the Adolescent Internet Addiction Scale was only administered to students in year 9-12).   

The questionnaire covered and included the following examples: 

General internet use 

¶ What do you do on the internet? ï homework, blog, play games, chat on gamesites, 

instant message, shop, download music/videos, seek help, MySpace/bebo/facebook. 

¶ What sort of personal information have you put on the internet? ï full name, school 

name, address, email, phone number, bank or credit card details. 

 

Monitoring and Controls of internet use 

¶ Are there rules in your home about using the internet? ï i.e. only kids websites, net 

nanny, filters, supervision, length of time  

¶ Are there rules in your school about using the internet? ï i.e. filters, school policies or 

contracts, supervision 

¶ Do you know how to get around these filters/blocks or rules?  

 

Problem use 

¶ Have you ever found something horrible, worrying, or frightening on the internet? 

¶ Where did you find this and did you tell someone about this? 

¶ Have you met new people online that you donôt know in real life? How do you talk with 

them? 

¶ Have you been asked to meet them in real life? 

 

Compulsive Use (grade 4-8) or the Adolescent Internet Addiction Scale (year 9-12) adapted by 

Dr Reid from The Internet Addiction Scale of Nichols & Nicki (2004) 

¶ I think about the internet/email/msn a lot when Iôm away from it 
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¶ When I feel upset, I get on the internet to make me feel better 

¶ I have tried to spend less time on the internet but I donôt seem to be able to. 

 

Online Harassment: both victimisation and perpetration  

¶ Has anyone put something on the internet about you that you did not like? i.e. photos 

and videos 

¶ Have you been blocked by your friends from IM or other internet chat sites? 

¶ Have you spread nasty emails or IM about someone else? 

 

Understanding the legal issues of internet use 

¶ There are no rules on the internet? True or false 

¶ Things you do on the internet canôt be traced? True or false 
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RESULTS 

RESPONSE RATES  

STUDENT RESPONSE RATE: Of a possible sample frame of 1,750 students 424 responded 

to the survey; therefore there was a 24% response rate across the total sample.  The response 

rate, however, was not evenly distributed across age groups. The response rates for grades 4-6 

students was 50.1% as 285 students from a potential 557 were surveyed.  This left a 

considerably lower response rate for the high school students of 12%. In addition, only 11 year 

11 students and no year 12 students participated in the survey.  

TEACHER RESPONSE RATE: Of a possible sample frame of approximately 740 teachers, 

72 completed the survey. This provided a response rate of 9.7%.  

PARENT RESPONSE RATE: Of a possible sample frame of 6,000 families only 64 

responded. This provided a response rate of 1%.  

Table 1. Responses to the Cybersafe Surveys 

 Grade 4-6 Year 7-10 Year 11* Teachers Parents 

Total Sample 284 129 11 72 64 

*Please note: whilst year 12 students were invited to take part none completed the survey. 

 

CAUTION INTERPRETING THE DATA  

The strongest and most representative data came from the grade 4-6 sample as 284 students 

from a potential 557 (50.1%) were surveyed. Therefore conclusions derived from the responses 

of these students are likely to be representative of all grade 4-6 students in the region.  

The secondary school data is weaker than the grade 4-6 data and in particular the response rates 

from students in year 11-12 was very low with only 11 year 11 students volunteering to take 

part in the survey and no year 12 students participating in the survey. Therefore this sample 

cannot be taken as representative of students in year 11-12 in the Bendigo region. All data from 

the secondary schools should be interpreted with caution and as possibly suggesting issues or 

concerns that may be occurring in the region rather than representative of high school students 

in the region.  

The teacher response rate was low at less than 10%. The data are likely to be weakly 

representative of the teaching community in the Bendigo region. 

The parent response rate was particularly low, possibly reflecting a level of apathy around 

cybersafety in the community. Interestingly the majority of parents completing the survey came 
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from Bendigo Senior Secondary College and therefore the results of the parent data must be 

interpreted in light of this.  

As with all voluntary participation in research those who are most socially minded and 

involved in school communities are the most likely to respond. In addition, it is often the case 

that people who respond to voluntary research have fewer problems or are managing better 

than average community members. Therefore, some of these statistics may underestimate or 

are conservative estimates of the extent of problems or unsafe behaviours in the community.  

Finally, there was very little random responding in the survey and almost no missing data (due 

to the nature of online surveys). A number of validity checks suggest that the students were 

mostly thoughtful and candid in their responses.  
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STUDENT SURVEY 

DEMOGRAPHICS 

The gender distribution for students was 57% female and 43% male. Ninety-nine percent of the 

sample spoke English at home. One percent of the students spoke a language other than 

English at home; these were Arabic (0.2%), Italian (0.2%), Cantonese (0.2%) and Afrikaans 

(0.2%).  

HOW THE INTERNET IS USED 

Most commonly the internet was used every second day by students in grade 4-6 and everyday 

by year 7-12. For most students the computer they used at home was located in the study 

/office (37%), lounge room (27%), or student's bedroom (20%). 

Students were asked to nominate their favourite website and these are listed in Table 2. 

Table 2. Top ten favourite websites by year 

Grades 4-6 Year 7-8 Year 9-10 Year 11-12 

Facebook Facebook MySpace Facebook 

YouTube YouTube Facebook YouTube 

Moshimonster MySpace YouTube Deviantart 

Google Google Google Email 

Cool maths for 

kids 
MSN Ebay Google 

Club penguin Runescape Email MySpace 

funnygames Email  Ravagelan 

MSN Miniclip   

runescape    

Super club    

For a full list of favourite websites please see Appendix 2.  
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Students were asked to nominate which from a list of activities (e.g. homework, instant 

messenger etc) they did online. Their responses to this question are displayed by group in the 

following figures. 

Figure 1. Activities on the internet ï Grade 4-6

Figure 2. Activi ties on the internet ï Year 7-10
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Figure 3. Activities on the internet ï Year 11 

 

For primary school children, playing games, doing homework, and surfing websites were the 

most common activities. With high school students a behaviour change in accord with 

adolescent development is apparent as the most common behaviours are downloading 

music/videos (i.e. becoming experts and participating in current popular culture) and social 

networking (development of the importance of peers and social connection).  
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information are on public display (i.e. can be seen by anyone as opposed to the ñfriends onlyò 

setting) in their social networking profiles.  
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Figure 4. Percentage of grade 4-6 students with a social networking profile who have 

made particular pieces of information freely accessible on their social networking profile  

 

Figure 5. Percentage of year 7-8 students with a social networking profile who have made 

particular pieces of information freely accessible on their social networking profile  
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Figure 6. Percentage of year 9-10 students with a social networking profile who have 

made particular pieces of information freely accessible on their social networking profile 

 

Figure 7. Percentage of year 11 students with a social networking profile who have made 

particular pieces of information freely accessible on their social networking profile 
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there are only a certain number of schools within the Bendigo region catering to particular ages 

of students.  

MONITORING AND CONTROL OF INTERNET USE AT HOME  

Young people were asked if their parents knew what they did online.  

Table 3.   Responses by grade to the question ñHow much do your parents know about 

what you do online?ò 

Do your parents 

know what you do 

online? 

Not at all Almost 

nothing 

A little  Mostly Everything 

Grade 4-6 1.1% 0.7% 6.4% 45.4% 46.5% 

Year 7-8 3.7% 0 14.8% 42.6% 38.9% 

Year 9-10 4.1% 4.0% 9.3% 61.3% 21.3% 

Year 11 0 10.0% 10.0% 70.0% 10.0% 

 

When asked about internet use related rules in the home 245 (86%) grade 4-6, 34 (63%) year 7-

8, 34 (45%) year 9-10, and 8 (72.7.9%) year 11 students reported that they had at least one rule 

about internet use at home. The frequency of different internet use related rules in the home 

was graphed by age group for ease of comparison.  
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Figure 8. Percentage of grade 4-6 students who indicated they have each of the different 

internet use related rules at home  

 

Figure 9. Percentage of year 7-8 students who indicated they have each of the different 

internet use related rules at home 
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