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FORWARD

Welcome to the Loddon
Mallee Cybersafety
Project. This exciting
project is a community
lead project managed by
Ms Lee Baxter, Senior
Programs Officer from
Student Wellbeing & Drug
Education, DEECD and
Ms  Francis  Browne,
Operational Leader,
Bendigo Catholic
Education Office. The
Loddon Mallee Cybersafety
Project has a steering committeemprised oflocal representatives from the following
groups, LM Regioral Office DEECD, Catholic Education Office, Victoria Police, School
Focused Youth Service, Central \Wodaan Technology Business, CentaCare, Telstra
CountryWide, LMRegionSecondary and Primary Schools.

The project has been funded by the Telstra Foundation Community Cybersafety Grants and
includesthree maircomponents

Analysis and Investigation: Surveyng of students, teachers, and parents, to examine factors
related to cybersafety such iasernet usage, monitoring and control of internet use, problem
use,compulsive use, cyber bullying atebal issues

Training : Professional developmeaf keystakeholder leadershippmmunity education
through community based forupwurriculum development, and

Resources Peer education resource development

This report forms the analysis and investigation component of the samwveys designed to

give the cormunity specific feedback about cybersafety in their schools and hofes
sample of schools from the Bendigo, Kerang and North Central, Macedon Ranges and
Mildura regions were invited in 2009 and 2010 to participate in the analysis and investigation
componat of the LM Cybersafety Project. For those schools participating in the analysis and
investigation component, all students from grade 4 to year 12, and all parents and teachers of
students from grade 4 to yearw2re invited to complete the online survey

This is theMildura regionreport and was prepared by Dr Sophie Reid with the support of Ms
Sylvia Kauer and Ms Robyn Treyvaud.
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EXECUTIVE SUMMARY

1 The Cybersafe Surveys an online survey that was administered by the staff of 3
Mildura secondary scluds to their students, teacheand parents. The survey covered
a wide range of behaviours, attitudes, experiences and concerns about children and
young peopleds online world and sampl ed
and teachers in the Milduramonunity.

1 Of a possible sample frame of 2265 students 716 responded to the survey; therefore
there was a 31.6% response rate across the total saDfpda. estimatedpossible
sample frameof 222 teachers, 150 completed the survey. This prdvdessponse
rate of 67.5%. Of an estimated possible sample frame of 1500 parents only 47
respondedThis providel a response rate of 3%.

1 49.3% of year B, 74.9% of year 40, and 79.4% of year 112 students reported
having a social networking profile duasfacebook, friendster, bebo or My&ce.

1 The majority of young people do not disclose their home address, phone numbers or
email addresses online and are cautious about strangers contacting them.

1 66.4% of year B, 57% of year 40 and 37.6% of year 112 students hadt least
one internet use rulet home. The most common rule across the board was about the
length of time they spent on the internet.

1 Almost 100% of the student, teacher and parent sample repgbeedheir school
blocked certain websiteand had internet use rules/policies. 45.1% of yed0 7
students and 47.9% of year-12 students reported being able to get around some or
all of the school internet use blocksd ules.

1 23.2% of year B, 62 (21.86) of year 910, and 36 (25.7%) ofear11-12 students
had found something horrible, worrying or scary on the internet and this material was
most commonlypornography,scary images/movies or games, being threatened or
bullied, violence, grotesque imagessexual harassment or solicitatiorpr
images/video of animal cruglt

1 28.1% of year 78, 35.7%o0f year 910, and 26.4%f year11-12 students had gone to
a website that they are not allowed to visit or might get in traiableisiting, and this
occurred at home (63.9%), school (16.9%), attiéns house (12%)2 %), or

1 19.4% ofyear 78, 25.5%o0f year 910, and 29.3%f year11-12 studentsreported
that they had gone to an adults only (+18 years) wehsitethis occurreét home
(70. 7%), a friendds hoer¢d&%)( 16. 8%), school

1 54.3%o0f year 78, 60.7%of year 910, and 64.5%f year 1112 students reported
have met new people online that they do not know in real life

1 9.9% of the students reported that they frequently experienced 5 or more of the 8
symptoms of fintemet addiction) and therefore would be considered to be
experiencing ni nt dintereet addectbadl is adt & amversally ( Not e
accepted syndrome/disorder, but indicates internet use at a level that is causing
significant dysfunction to the individual).

1 31% of year 7B, 39% of year 940, 38% of year 112 reported being harassed online
at least once in the fasionth.
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1 8% of year 78, 12% of year 40, 12% of year 112 reported being harassed online
more than weekly in the last month.

1 16% of year 78, 20% of year 40, and 17% of year 112 students reported
harassing someone else online in the last month.

1 An overwhelming message from open ended questions posed todeatstsurveyed
in the Mildura egion was that they want parents to help keep tb@Eysafe when
they are online.

T Parent sd ¢ rsabaut threats pased by therimernet to their childvere
identity theft, computer virusesd sexuapredators.

1 68% of parents were concerned that their child might be bullied online and 48% of the
parents surveyed reported they were concethed child might victimise another
person online.

1 The majority of parents surveyed (over 80%) thought that easyeguoes for
reporting to police, free website resources, filter software, in school education,
stronger rulesby parents, national laws, amulblic service announcements were
likely to be effectve strategies for keeping children safe online.

1 The teachers surveyed appearedbé closely aligned with and knowledgeable about
young peoplebs online experiences.

1 93% of teachers rated cyber bullying as a significant threat to young people in
additionto theft of personal informatior®5% of teachers were concerned about their
studentgyber bullyingothers and posting inappropriate contemiine (91%).

1 The majority of teachers surveyed (over 70%) reported that in school education, easy
procedures foreporting to the police, and stronger rules by parents were likely to be
effective strategies in keeping young people safe in their online activities.

Recommendations:

1 Addressingthe high rates of online harassnt in the Mildura region requires
immediate action. It is recommended that Mildur@gion schools establish, in
consultation with students and the whole school commtimétyollowing:

o clear definitions of online harassment,

o policies, programs, and procedures which explicitly address online
harasment,

o clearly documented procedural steps to manage online harassment making
explicit the roles and responsibilities of staff, students and pardts

o clearly documented and displayed consequences for students who are found to
harass and bully their pessonline.

T Addressing the high r at es-120Mildur@ istadendsr n e t
requires immediate action and would be well placed in drug education. It is critical
that parents and teachemmmunicateexplicitly andopenly withstudents abouwhy
the internet can be fAaddictive, oandthee p o s s
benefits of limiting useParents and teachaso need t@ssst studentsvith ways of
managing their anxiety or emotions about being away from the internet @edsa
feelings of seimastery over their use.
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Hi gh schools students need assistance to
facebook to allow them to be more discrimingtoni n whi ch Afri endso
their personal information with and protethem from future misuse of that
information, in particulacyber bullying

It is critical that dAofflined prooandkcti ve
taughtexplicitly in the context of exposure to online material and activities. Students

need education and assistance in harnessing their internal indicators that something is
not okay with them (i.e. feelinghakyor sick) and to identify a safe adult they can

share and piess these feelings with rather than exposing their peers.

|t I's critical t hat Aonline friendshipso
in social skills curriculum in Mildura schools given the frequency of such friendships
reported by Milduratsidents.

School internet use policies and rules need to be devised and/or revised in
consultation with students providing opportunities for conversation and learning
around ethics and legalities of online behaviours.

As students are bypassing rules ommeks at school it is recommended that a full

risk assessment is conducted engaging many different stakeholders such as policy
makers, legal advisors, teachers and most importantly students to cover many
different risk contexts associated with internetesscat school (e.g. legal, reputation,

direct harm, financial and operational).

The parents and students in Mildura require immediate assistance in bridging the
communication and knowledge divide between the needs and concerns of young
people in their ontie activities and the worries and concerns of parents.

New and innovative means of reaching parents are needed as information nights and
workshops are typically poorly attended and the low response rate by parents to the
Cybersafe Surveguggests that cybsafety ispossibly not a priority amongst the

parent community of Mildura. It is recommended that a marketing strategy is
developed for theMildura region to help disseminate breakthrough messages to
parents.

It is critical that parents implement monitagi programs (e.g. a free option is Norton

Online Family) and develop a family culture of monitoring, responsibility and
accountability for online behaviours. This must be implemented when the oldest child

in the family is in primary school with the expeaba that monitoring, responsibility

and accountability for online behaviours will continue throughout adolescence.

The Mildura teachers demonstrated that they are committed to keeping young people
safe online and are arguabhbest placed to deliver onk safety education to the

Mildura students. It is recommended that educators wisbh @ play a key role in
managing and implementing online safety initiatives are identérmetionline safety

activities arancluded intheirjob descriptions and time alvances.
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INTRODUCTION

The internet and other connected technologies provide children and young people with an
exciting world of information, social connection, and learning opportunities. As with all
things, the internet has a positive and a negative side. Sotnedfficulties for children in

their online activities, many of which have received recent media interest, arebaliirg

or harassment, exposure to adult, grotesque or inappropmatieria)] compulsive use or
Ainternet addicti ono dsexualpexgidtdilest Hurther, parents di st 1
and teachers are often in the dark about chi
Well informed mlicies strategiesand responsetat helpto keep young people safe online
areneeded. To datahere is little researchespecially in theural settingfocusing onand

drawing togethey o u n g pther pdrea@asn d t h e i behavicura, athitedessaind

use of technologyResearch informingglicy guidelines, procedures and school curtioul
focusing on decreasing young peoplebds vulner
is needed.

AIMS

The overall aim of the Loddon Mallee Cybersafety Proyeasto developand implement
policies and proedures about cybersafety for schagkl young people that are derived from
community consultation and assessment and therefore tailored or best suited to individual
community needs.

The specific aims of th€ybersafe Survewere to get a current picture and understanding of
online use, attitudes, ethics and behaviours of students, parents, and tescheis
investigate the current needs and risks specifically relating to online actinitibe four
regions Bendigo, Kerag and North CentralMacedon Ranges amdildura.

This report and community forums whiébllow/accompany this report adesigned to give

each communitytheir student, parent and teacher data in a synthesised user friendly manner
to assist the subsequent depment of policies, professional development and resource
development to address cybersafety concdfns.this reason, confidence intervals are not
listed throughout the report, but are included in Appendix 1 for key variables. Further
confidence interals are available from Dr Reid.
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METHODS

PARTICIPANTS

Thetarget population was governmearid catholicsecondaryschools in theMildura region

Of a potentialt schools3 agreed to participatépproximately2265 year 7 td2 students in

the Mildura regionwho attend government am@tholic schoolswere invited tocomplete a
confidential and anonymousikine survey about their cyber use, attitudes, etlied,current
behavioursin addition, approximatel222teachers and500familiesin the Mildura region

were invited to complete an online survey to examine their current knowledge, levels and
areas of concerns, attitudes anldornbed urikeni our s
consenfor studentwasobtained from parents.

PROCEDURE

Eachschool principal was asked to nominate a person within his or her school to coordinate
administration and retrieval of parent consent forms and data collection. The nominated
teachers from each school underwent a half day training with Dr Reid in whiesstcand
administration of the survey was outlined. Enrolment of participants in the survey (obtaining
parent consent and ensuring students complete the survey) was the responsibility of the
administrating teacher/s and principalhe Cybersafe Surveyesearch teanwere not
involved in this process. Schools were offered a half day CRT reimbursement from Loddon
Mallee Department of Education and Early Childhood Development for participation in the
survey.

Schools were provided with the parent congemhs and asked to distribute to all students in

year 7 12. Each school was provided with a master identification list of unique identifying
numbers for each student. Teachers assigned each student a unique identification number and
added them to a mastilentification list which remained securely stored at the schools. To
ensure confidentiality and security of information, the researchers were not provided with the
student participantsd6 names, and sclesutlsl s and
of participants.On the day of the student survey, participants conmblateonline consent

form and the online survey individually during school time. Coordination and @straition

of the survey wasonducted by teachers within each school.

Parerts within the school communities were invited to participate in the respective online
surveysvia school newsletters, letters sent home via students, and email éstshers of

year #12 were invited to complete the surveys via staff meetings and estsilll was the
responsibility of schools to administer the invitation to parents and teachers to answer the
survey. TheCybersafe Survegeam did not participate in this process.

For both parents and teachers, a consent form was displayed as the gatty e online
survey and consent to participa@nyachacdincat ed
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this box allowed progression through to the rsey. Reminderswere distributed ¥ email
lists, newslettersschool bulletinsand in staff meetingsdr teachersa number of times

THE SURVEY

The questionnaires were adapted from leading international cohort studies such as the PEW
Internetand American Life ProjectsThe National Schools Board Association study on
socially connected behaviours ofwa people, the EU Kids online projeatydthe National

Centre for Missing and Exploited Childr@dSA). Online harassment questions were adapted
from the Australian Covert Bullying Prevalence Study (Cross et al., 2009). Given the speed
of internet use r&d technology changes some of the questismsh aghe bullying questions
werealteredor extendedo include upto-theminute changes in cyber use and populaofty
particular activitiesThe student questimaires covered the same topasd in most cses

were identicabut were tailored to developmental needs of students spanning gyadelf

(e.g. the Adolescent Internet Addiction Scale was odiyiaistered to students in yeai 2).

The questionnaire coved and includd the following examples:

General internet use

1. What do you do on the internetthomework, blog, plagames, chat on gansges,
instant message, shop, duead music/videos, seek help, Mpy&e/bebotfacbook.

2. What sort of personal information have you put on the intefinét® name, school
name, address, email, phone number, bank or credit card details.

Monitoring and ontrols of internet use
1. Are there rules in your home about using the interhe#. only kids websites, filters,
supervision, length of time
2. Are there rulesn your school about using the internéti?e. filters, school policies or
contracts, supervision
3. Do you know how to get around these filters/blocks or rules?

Problem use
1. Have you ever found something horrible, worrying, or frightening on the internet?
2. Where did you find this and did you tell someone about this?
3. Have you met new people online that vyou
with them?
4. Have you been asked to meet them in real life?

Compulsive se (grade4-8) or the Adolescent Interneddiction Scale (year-92) adapted
by Dr Reidfrom The InternefAddiction Scale of Nichols & Nicki (2004)

1.1 think about the internet/email/ msn a | o
2. When | feel upset, | get on the internet to make me feel better
3. lhavetriedtosped | ess ti me on the internet but |
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Online arassment: both victimagion and perpetration

1. Has anyone put something on the internet abouttigat you did not like? i.e hptos
andvideos

2. Have you been blocked by your friends frd®N/IM or other internet chat sites?

3. Have you spread nasty emailsM8N/IM about someone else?

Understanding the legal issues of internet use

1. There are no rules on the internet? True or false
2. Thingsyoudoonthent er net candét be traced? True o
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RESULTS

RESPONSE RATES

STUDENT RESPONSE RAH: Of a pssible sample frame 02265 students 716
responded to the survey; therefore there wa4.8%6 response rate across the total sample.
The response rateowever, was not evenly distributed across age grdupsresponse rates
for year 7-10 wassubstantially highe at 49.7% with 576 out of a possible 11&@dents
completing the survey. 14fear 1112 students from a possibl®99students were surveyed
and this provided a response ratel@f7%

TEACHER RESPONSE RAHE: Of a possible sample frame of approximat&2
teachers150completed the survey. Thsovides a response rateGif.5%.

PARENT RESPONSE RATEOf an estimategossible sample frame @800 parents only
47 responded.This provides a response rate of 3%s with most family surveys, the
requirement is usually that only one parent complete the survey.

Table 1. Respondents to the&Cybersafe Surveg

School Year 7-10 Year 11-12 Teachers Parents

Total Sample 576 141 150 a7

CAUTION INTERPRETING THE DATA

Overall the response rate for the Mildura high school students is strong at 3hé%.
strongest and most representative data came fromeidne 710 grades(49.7% ofstudents
answered the surviyTherefore conclusions derived from the responses of these students are
likely to be representativef students from yeaf-10 in the Mildura regionThe response rate

for the year 1112 students was loweand therefore the x¢éent to which the data is
representative of these students is less than for the yidalevels.

The teacher response rate veagellentand the data are likely to be representative of the
teaching community in thielildura region.

The parent rgponserate was particularly lowpossibly reflectinga level ofdisengagement
around cybersafety in the communifjhe results from the parent data should therefore be
interpreted as suggestive of possible attitudes and behaviours in the Mildura parent
community

As with all voluntary participation in research those who are most socially minded and
involved in school communities are the most likely to respond. In addition, it is often the case
that people who respond to voluntary research are have fewer psobleare managing
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better than average community members. Therefore, some of these stataijcs
underestimate aareconservative estimates of the extent of problems or unsafe behaviours in
the community.

Finally, therewas vey little random respondingn the survey and almost no missidgta
(due to thenature of online surveysA number of validity checks suggest that the students
weremostlythoughtful and candid in their responses.

15 LMCP Mildura Region Report



STUDENT SURVEY

DEMOGRAPHICS

The gendedistribution for studentsvas 54.1% female and 4%®male.Ninety five percent

of the sample spoke English at harféve percent of the students spoke a language other
than English at home; these werdtalian (0.8%), Viethamese (0.6%), Cantonese (0.1%)
Mandarin 0.1%)or other (3.1%).

HOW THE INTERNET ISUSED

Most commonly the internet was usederyday bystudents iryear #12. For most students
the computer they used at homvas located in studgffice (34.26), loungeroom (25.9%),
or student's bedroom (25.

Students were asked to nominate their favourite website and these are lisbtbihbelow.

Table 2. Favourite websites by year

Year 7-8 Year 9-10 Year 11-12
facebook facebook facebook
YouTube Google YouTube
google YouTube Wiki
MySpace MySpace NBA
MSN Bebo Google
AFL Ebay Herald Sin
supercoach MSN AFL
Wiki

For a full list of favourite websites pleaseeAppendix2.

Students wereasked to nominate which of a list of activities (e.g. homework, instant
messenger etc) they did online. Tiresponses to this question aisplayed in the following
graphs.
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Figure 1. Activities on the internet-Year 7-8
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Figure 3. Activities on the internet- Year 11-12
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The nmost commononline activities reported by studentsean accord with adolescent
developmerdl: downloading music/videos (i.e. becoming experts and participating in current
popularadolescent cultujeand social networking (development of the importance of peers
and social connection).

DISCLOSING PERSONALUNFORMATION ON THE INTERNET

Students were &sd which types of personal information they had entered into any site on
the internetvith the options beingull name homeaddress, school, age, photos, city, phone
numbers and credit cadbtails.10(3.6%) year -8, 17(5.8%) year 9 10,16 (11.46) year
11-12 studentshave entered their full name, address, and phone number into a wWebsite.
(1.4%) year 78, 134.4%) year 910 and14 (9.9%) ofyear 1112 students have entered their
parents names, address or phone number and credit card number into a Wedssteesults
suggest thaiajority of students arbeing somewhat careful about providing their personal
information on the internet

| SOCIAL NETWORKING PROFILES

One hundred and thirgight (49.36) students in year-8, 221(74.9%) students in y& 9-10,

and 11279.4%) of students in yedrl-12 reported having a social networking i@ such as

facebook, friendst bebo oMySpace.Students were askéd nominate which pieces of their

personal informatiorare on public display (i.e. can be seen by anyone as opposed to the
Afriends onlyo setting) in their soci al net w
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Figure 4. Percentage of year 8 students with a sociahetworking profile who have
made particular pieces of informationfreely accessible onheir social networking
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Figure 5. Percentage of year 9.0 students with a sociahetworking profile who have
made particular pieces of informationfreely accessible on their social networking
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Figure 6. Percentage of year 1112 students with a sociahetworking profile who have
made particular pieces of inbrmation freely accessible ortheir social networking
profile
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Most students reported that their full name, photo, age/year level and city were publicly
accessible on their social networking profildnis level of presence allows young people to

be foundand contacted by their friends via social networking. e. search on a f
and cityand confirm their identity by the photo. It is also important that young people are
aware that they can be located by others who do not know them via thisoleweblic

displayi i.e. there are only a certain numbesetondargchools within théildura region.

[MONITORING AND CONTROL OF INTERNET USEAT HOME
Young people were asked if their parents knew what they did on line?

Table 3. Responses byear 7-12studentst o t he question AHow much

know about what you do online?bo

Do your Not at all Almost A little Mostly Everything
parents know nothing

what you do

online?

Year 7-8 1.4% 2.2% 12.6% 46.4% 37.4%
Year 9-10 2.7% 3.4% 12.3% 55.8% 25.7%
Year 11-12 4.3% 2.8% 18.4% 50.4% 24.1%
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When asked about internet use related rules in the H&®€66.80) year 78, 168 (57%)
year9-10, and53 (37.6%) year 1112 studentgeported that they had at least one rule about
internetuse in the homeThe frequency of different internet use related rules was graphed
age grougor ease of comparison.

Figure 7. Percentage of year 8 students who indicated they have each of the different
internet use relatedrules at home

100
90
80
70
(2]
= 60
g 50
g 40
5 30 1 |
< 20+ |
10+— F— — — Ii
0 I 1 1 1 1
X . S Y
& & & é&“@% Q¥ %\6" 3 > N & & &
S o 5 S § > NS & S N &
X NG & S & 0 0 N S KR
& S > & & 2 & S o IS
& g Q Ny N N 6@ (b@:
\.\& 4\%\ < &Q & \0 < “Qo “QQ
& N & & N & > &
< & <8 Ky e 8 © K
.QQ} C\? O () & &
& i & $ N &
x o P & >
S & S N
x° ] » &
> 8
& N N
> o
A S

Figure 8. Percentage of year 9.0 students who indicated they have each of the different
internet use related rules at home
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Figure 9. Percentage of year 1112 students who indicated theyave each of the
different int ernet use related rules at home
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The most common rule about internet use focused on the length of time the student was
allowed to be on the internet.

When asked if the students knew how to get around any rules or interciet Atchome and

how frequently they did thjs308 (55.5%)year 710, and 7956.8%) year11-12 students
reported that they knew how to get around some or all of the rules or blocks to their internet
use Further, 10619.1%) year 710, and33 (23.7%) year11-12 studentsreported that they

got around these blocks either eveénye or mostimes they are on the internet

[MONITORING AND CONTROL OF INTERNET USEAT SCHOOL

Five hundred and sixtsix (98.4%) year -10 and 137(97.26) year11-12 studentgeported
that they had at least one rule about internet use at school. The most common allle for
student groupwassome sites are blocked.

When asked if the students knew how to get around any rules or internet blocks at school and
how frequently they did thi256 (45.1%)year 710, and 67(47.%6) year 1112 students
reported being able to getoaind some or all of the blocksd rules regarding their internet

use Further,68 (120) year7-10, and 16(11.4%) yearl11-12 studentgeported that they got
around thee blocks either evetyme or most times they were on the internet.

22 LMCP Mildura Region Report



| UNWANTED EXPOSURE TO SOMETHINGHORRIBLE, WORRYING (R
| SCARY

Sixty four (23.2%) year 7-8, 62 (21.86) year 910, and 36 (25.7%Yyear 11-12 students
reported that they had found something horrible, worrying or scary on the internet and that
this occurred in the last week or month 28r(45.3%) year 8, 30(48.4%) year 910 and 18
(12.8%) year 1112 students

Students were asked an apended questio as to whatthe horrible, worrying or scary
material was and answerdgell into the following categories from most frequent to least
pornographic photos, images or pops, scary images/movies or games (i.e.
www.scaymaze.con being threatened or bulliegliolence (fights and murdergjrotesque
images (physical dismemberment and injurysexual harassment osolicitation and
images/video of animal crugilt

Most often this exposure came from the following soursest/recommended by someone |

knew (17.2%), pojup screen from website (124), accidently clicked on a link (11.1%),
sarching for something else (8.6%)d othe(39.3%). Examplesf r om t he f@Aot her o
were viruses googled something lots of studentere talking abouposting on facebook or

news site.

This exposure made20 (317%) year 78, 27 (43.5%) year-20, and 13 (36.1%year 1112
students feel pretty or very upset. In terms of reporting this exposure, B%{j8zar 73,

47 (75.8%) yea®-10, and 19 (52.8%year 1112 students reported it to someone with the
most common person being a friend for all student groups.

|ACCESSING INAPPROPRATE WEBSITES

Seventyseven (28.%) year 78, 104 (35.7%) year-20, and 37(26.4%) yedrl-12 students
reported that they had gone to a website that they are not alloweditt@ivimight get in
trouble forand that this occurred in the last weeknoonth for27 (35.1%) year -B, 54
(51.9%)year 910 and 22 (59.5%year 11-12 of these studentd=or most of tesestudents
theydi d this at home (63.9%), school 9%).16. 9 %) ,

Fifty-three (19.4%)year 78, 74 (25.5%)year 910, and 41 (29.3%) yedrl-12 students

reported that they had gone to an adults ¢b8¢ years) websitand that this occurred in the

last week or month for 25 (47.2%year 78, 36 (48.6%)year 910 and 24 (58.5%year11-

12 d these kids. Most of these studedts d t hi s at home (70. 7 %), a
school (6%), or other (6.6%).

IBUYING ONLINE

Two hundred and fivé36.5%) year 710 and 7155%) year11-12 studentgeported that they

have bought something online or paid to join a game/club or go up another level on a game.
This was paid bytheir par ent s 6 account ( 8 Gcoudt %D4.80), t hei r
sig er/ brother%sa atcoentddq 1p 8&%)eWherd askedritthetr u n t (
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parents knew about thiE38 (9%6) year #10 and B(97.46) year 11-12 studentsreported

that trey did Whilst in the majority of circumstances parents&kw about their ¢
online purchases, these data suggest that the concept of online purchasing (both cyber and
material goods) is one that young people are familiar with.

ONLINE FRIENDS

One hundred and fiftywo (54.3%) year -B, 179 (60.7%) year-20, and 91 (64.5%) year 11
12 students reported that they have met new people online that they do not know in real life

The most common means of meeting friends onlfoe all studentswas through
MySpace/faceboak Students communicatewith their new ofine friends via social
networking(74.1%), msn/IM(51.7%)exting(39.6%6), or email (23.6%)

Studentswere asked how many of their online friends they knew in real life.

Table 4. What best describes your online friends?

Most of my friends | know about half of I havenot
online | know in real my online friends in my online friends in
life real life real life
Year 7-8 105 (70.5%) 23 (15.4%) 21 (14.1%)
Year 9-10 156 (85.7%) 18 (9.9%) 8 (4.4%)
Year 11-12 75 (82.4%) 8 (8.8%) 8 (8.8%)

Eighty-nine (27%) year7-10 studentshave been askieto meet new online friends real life
and of these50 (56.2%)studentsreported that they actuallipllowed through on this
invitation.

Thirty (33%) year11-12 studenthiave been askdd meet new online frienda real lifeand
of these21 (70%)studentgepoted that they actually followed through on this invitation.

If studentgndicated that they had man online friend in real lifethey were then asked the
open eded questionfiwhat wasit like meetingan online friend in real lifé d-or quite a
number ofyoung people their new online friends wdief r i & fridngdso and many

reported it felt | A humberaof réports wenex dbaut yeung peaple e n c e
meeting romantic interest¥here were no reports of being endangered by the meatiag,
somest udent reported il ma d e soutwas saféhfigaod&l me t

i would make sure i had aif background on someone before i met them im not going to
meet a complete stranger in the middle of nowhere at aight.
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COMPULSIVEINTERNET USE

It was important taunderstand not only what children and young people do on the internet
but also whether their internet wasperienced as compulsive, out of their control, or having

a negativeeffect on their livesAll students completed questions about how long thegtspe

on the internet on an average school and weekend day and also how they felt when they were
away from the internet.

Table 5. Time spent on the irternet in an average school day

How long do <30mins 30mins 1-2hours  2-3hours 3-4 hours >4hours
you normally 1lhour

spend on the

internet in

one school

day?

Year 7-8 71 (26.4%) 100 (37.2%) 55 (20.5%) 23(8.6%) 11 (4.1%) 9 (3.4%)
Year 9-10 46 (15.9%) 89 (30.8%) 83(28.7%) 38(13.2%) 9(3.1%) 24 (8.3%)

Year 11-12 30 (21.4%) 43 (30.7%) 35(25%) 17 (12%) 6 (4.3%) 9 (6.4%)

Table 6. Time spent on the inernet on an average weekend day

How long do <30mins 30mins 1-2hours 2-3hours  3-4 hours  >4hours
you normally 1hour

spend on the

internet in

one weekend

day?

Year 7-8 55 (20.5%) 60 (22.3%) 50 (18.6%) 51 (19%) 21 (7.8%) 32 (11.9%)
Year 9-10 38 (13.2%) 54 (18.7%) 67 (23.2%) 51 (17.7%) 28 (9.7%) 51 (17.7%)

Year 11-12 17 (12.1%) 28 (20%) 34 (24.3%) 28 (20%) 16 (11.4%) 17 (12.1%)

The majority of studentspend 2 hours or less on timerneton an average school day and
this amount of time increases to 3 hours or less on a weekendwvidhya substantial
proportion in each age group spending more than 4 hours on one weekend daywaméne
year 910 studats, however, spend more than 4 hours on the internet on a weekday and
weekend day than students in y&a8 or 1112,
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EINDICATORS OF COMPUISIVE USE

Possible indicators of compulsive use are the way young people feel when they are not
connected (i.e. worried, nervous, left out, boredpne hundred percerdf participants
reported that they sometimes or always felt worried, nervous, lefordubred wien they
werenot able to be orme internetIn terms of individual responses when not able to be on
the internet, bored &s the most common feeling (7%9 followed by feeling that they are
missingout on something important (43.8%nd nervous or worrie8.9%) for the total
sample

Other behaviours that may indicate compulsive usetlairking about the internet lotwhen

away from it, spending longer than allowed, constant checking, feeling like they should cut
down, giving up sleep, losing track wine, and using the internet toake them feel better
These questions were posed tadents inyear 78 (studentsin year 9-12 answered the
adolescent internet addiction sgale

Eighty four percenbf year #8 students said yes to two or more of imaddcs of compulsive
use. Fifty two percentof year #8 students said yes to 4 or more of these indicaibrs
compulsive use

ﬁl NTERNET ADDI CTI ONO

filnternet addictioa is not a diagnosable disorder arsdnot recognised bynternational
medical associations filnternet addictioa is not included in thetwo internationally
recognised manuals of psychiatric disorders: Biagnostic and Statistical Manual of
Psychigric Disordersi IV, and the International Classification of Diseases 10.
Nevertheéss, a number of psychologists and psychiatrists have written about and researched
the phenomengrcommonly likening it to gambling addictiofzurthemore, many young

people talk abduhow the internet is addictivand parents are often concerned thatrthei
teenagers spend too long on the internetaardbe distressed aggressive when asked to
reduce their timenline

According toKimberly Young ofthe Centre for Online and Internet Addictiomeeting Sout
of a possible8 symptomslisted below suggest a possible Aaddictio
compulsion to the internet.

1. Do you feel preoccupied with theaternet (think about previous online activity or
anticipate next online sessi@n)

2. Do you feel the need to use thedrnet with increasing amounts of &nn order to
achieve satisfaction?

3. Have you repeatedly made unsuccessful efforts to controhamlt, or stopriternet
use?

4. Do you feel restless, moody, depressed, or irritable when attempting dowaotor
stop nternet use?

5. Do you stay online lorgrthan originally intended?
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6. Have you jeopardized or risked the loss of significant relationship, job, educational or

career oppormitiesbecause ofite nternet?
7. Have you lied to family members, therapist, or others to conceal the extent of

involvement withthe nternet?
8. Do you use thenternet as a way of escaping from problems or of relieving a
dysphoric mood (e.g., feelings of helplessness, guilt, anxiety, depression)?

Sourcewww.netaddiction.com

For the purpose of this survey the Adolescent Internet Addiction Scale was devsydped

Reid from the Internet Addiction Scale (Nichols &éki, 2004) and students in ye@12

completed this surveyhe Adolescent Internet Addiction Scale has itemsctvitiover each

of the above symptoms. In this sampl€% of the students reported that they freghent
experienced 5 or more of the 8 symptomgioternet addictiomy and therefore would be
considered to be experiencing Ainternet addi

Table 7. Proportion of students who reported frequently experiencing the 8 symptoms
of Ainternet addictiono

Reported number of Percentage of
symptoms students

No symptoms 29.1%

1 or more 70.9%

2 or more 46.6%0

3 or more 30.1%

4 or more 18.6%

5 or more* 9.%

6 or more 6.2%

7 or more 3.2%

8 0.9%

*5 or more symptoms fulfils criteria

The most commorsymptoms that young people were struggling with in ofdan most
frequentto leastwere: staying on longer thaimtended, riskg relationship, social or
educational opportunitiedied to family members about extent of internet usmeated
unsuccessful attempts to cut dowreed to be on the internet more to feel the same effects,
use the internet as a way ofiesing feeling downfeeling restless or moody when cutting

down and feeling preoccupied with the internet
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| ONLINE HARASSMENT

Students were asked about their experiences of being harassed online and also whether they
had harassed others onlin8ixty-eight (24.3%) year B, 11438.6%) year 910 and
51(36.20) year 1112 reported that someone hadstedsomething on the internet about

them that they did not like.

EVICTII\/I OF ONLINE HARASSMENT

Stucents wergoresented with aumber of different waythat people can be harassed online

or via technologyfrom being sent nasty text messages, emaistaht Messageshad
embarrassing pictures/video taken and shared, nasty posting about them on website or social
networking profile, had their account hackietb, been excluded, ranked low on friendship

list, or had their personal details entered into a website without their permiSsimients

were asked to rate whether any adgl things had happened to them and how frequently they
had happened in the tawonth.The prevalence of this harassment is displayddgare10.

Figure 10. Proportion of students by year level who reported online hassment at least
once and in atleast one way in the last month

% of Students
8
T

A i)
<5 <5 <5 & 48 48

Students were asked if they had reported this online harasantetite rates of reporting are
displayed inTable 8.
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Table 8. Rates of online victimisationand reporting of victimisation per year level

Total number Victim of online Victim of online Reported this
of students harassmentat least harassmentat least harassment
oncein last month weekly in the last

month
Year 7 150 49 (32.7%) 11 (7.3%) 21 (42.9%)
Year 8 130 38 (29.2%) 12 (9.2%) 16 (42.1%)
Year 9 157 58 (36.9%) 15 (9.6%) 29 (50%)
Year 10 138 58 (42%) 20 (14.5%) 19 (32.8%)
Year 11 87 30 (34.5%) 10 (11.5%) 5 (16.7%)
Year 12 54 24 (44.4%) 7 (13%) 5 (25%)

These results suggest that online harassme@mmon in the Mildura year2 community.

For a considerable percentage of these students, this sort of harassment occurred weekly or
more frequentlyThe low rate of reportinghis online harassment was surprisitegss than

half of those being harassed reported it to someone.

Table 9. The most common pl&es to report online harassment

Reported to: Parents Teachers Web/server host
Year 7-8 68.8% 10.4% 20.8%
Year 9-10 66% 5.7% 28.3%
Year 11-12 75% 0 25%

It is positive to see thahe manystudentdook advantage of being able to report harassment
to the website server or host of the environment.

To understand the online harassmerdre closelythe waysin which young people were
victimised are listed in the tables below by year groupings.
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Table 10. Frequency of types of online harassment in year-8

No. % of

Typesof online harassment Students  bullied
Rude/nastyMSN/IM message 38 43.7%
Rude/nasty emall 36 41.4%
Someone sent rude/nasty messages pretending to be you 31 35.6%
Rude/Nasty text 30 34.5%
Excluded from internet groups 29 33.3%
Pictures/video taken of you from mobile 28 32.2%
Rude/nasty things saidabout you on a website 25 28.7%
Rude/Nasty posting about you on myspace/bebo/facebook 22 25.3%
Rude/nasty email about you spread to friends 20 23.0%
Had personal details entered on website without your

permission 19 21.8%
Ranked low on friend's list 17 19.5%
Pictures/video spread by emalil 16 18.4%
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Table 11. Frequency of types onlineharassment of bullying in year9-10

Types of online harassment No. %
Students  bullied
Rude/nasty text 47 40.5%
Rude/nasty things said aboutou on a website 45 38.8%
Rude/nasty MSN/IM message 45 38.8%
Rude/nasty email 44 37.9%
Rude/nasty posting about you on MyBace/bebo/facebook 40 34.5%
Pictures/video taken of you from mobile 37 31.9%
Ranked low on friend's list 29 25.0%
Pictures/video spread by email 26 22.4%
Rude/nasty email about you spread to friends 25 21.6%
Excluded from internet groups 25 21.6%
Someone sent rude/nasty messages pretending to be you 22 19.0%
Had personal details entered on website without your
permission 18 15.5%
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Table 12. Frequency of types of online harassment in yeat1-12

Types of online harassment No. % of
Students bullied
Rude/nasty text E5 64.8%
Rude/nasty MSN/IM message 23 42.6%
Rude/nasty things said abouyou on a website 20 37.0%
Rude/nasty posting about you on MyBace/bebo/facebook 19 35.2%
Someone sent rude/nasty messages pretending to be you 17 31.5%
Pictures/video taken of you from mobile 14 25.9%
Excluded from internet groups 14 25.9%
Rude/nasty email 13 24.1%
Rude/nasty email about you spread to friends 13 24.1%
Had personal details entered on website without your
permission 12 22.2%
Ranked low on friend's list 11 20.4%
Pictures/video spread by emalil 8 14.8%
Overall, most ofthe online harassment occurreda text or via the predominant
communication method (i .e. MSN/ I M or soci al
send rude/nasty messages pretending to be
harassment and suggesth at st udents are findi.ng ways int

EPERPETRATOR OFONLINE HARASSMENT

Students were presented with the same list of behaviours in which they indicated being a
victim of in the section above and asked to indicate if they had dognefdhe behaviourto
someone elsm the last month.
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Figure 11. Proportion of students who reported harassing someone else online at least
once and in at least one wain the last month by year level

% of Students
N
o

=
o

A
<8 <8 <48 & & &

Interestingly,the groupswith the highest rates of online harassmeetr9 and 12 are also
the ones with the greatestimberof perpetratorsuggesting a culture of online harassment
within this year levels

EBEING A BYSTANDERAND AN A UPSTI®ONENEHARASSMENT

The students were asked about how often theyofdlhe harassmerdccurred within their
friendship groupsandt hei r experiences of being a byst
(someone who watches but then acts againdtaressmentagainsonlineharasment

Thirty-one percenof year7-8, 41.2% ofyear 910 and 48.% of year 1112 students have
watched a friendharasssomene elseonline Of these students, 5440f year 78, 54.6%6 of
year 910 and 49.% of year 1112 studentsreported that they saidomiething to the
perpetratoabout the behaviour.

The gudents whosaid that theyhadwitnessed online harassment by a frievele asked to
complete an open endediagtion about what they saiBtor the majority of reports, the
students behaved asndnidps$ dayourealy prelersaacdhwhdt o A
youor eo dréwiupan@stop beingrudeand meanaoaadmé on mate thato
ni ce andThgre weve atew istancesvimich the students encouraged the bullying
behaviour by sweptialogwittitba mdysi Ha khka .io
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UNDERSTANDING LAWS REGARDING THE INTERNET

Studentsvere asked about their knowledge of and attitude to different issues on the internet
by posng a number of sentences regarding online behaviours and asked to indicate whether
they believed the sentence to be true or false

Tablel3Pr oportion of students who said fAitrueo

Year 7-8 Year 9-10 Year 11-12

There are no rules on the internet 189 (78.4%) 123 (49%) 99 (72.3%)

The internet is completely private and 217 (90%) 125 (49.8%) 115@83.9%)
has nothing to do with my parents

The police do not monitor the internet 181 (75.1%) 130 (51.8%) 112(81.8%)

My parents have no way of finding out 216 (89.6%) 128 (51%) 113 (82.5%)
what | do on the internet

It is okay to put photos of me and other 150 (62.2%) 124 (49.4%) 59 (43.1%)
people on the internet

It is okay to put my full name on the 162 (67.2%) 123 (49.2%) 68 (49.6%)
internet

Meeting people on line that you do not 204 (84.7%) 121 (48.6%) 103 (75.2%)
know is okay

You can't get caught doing the wrong 206 (85.5%) 119 (48%) 120 (87.6%)
thing on the internet if no one sees you

It is legal to share music and video/DVD 160 (66.4%) 134 (54%) 98 (71.5%)
files on the internet

You can do whatever you like on line 218 (90.5%) 124 (50%) 121 (88.3%)
because no one knows who you are

It & okay to copy and paste text you find 221 (91.7%) 125 (50.4%) 122 (89.1%)
on the internet into your own work
without saying where it came from

If you are bullied by someone on the 228 (94.6%) 128 (51.6%) 127 (92.%0)
internet/IM/mobile/email there is nothing
you can do about it
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The majority of high school students reported that their parents and the police do not monitor
the internet. Interestingly, the majoriof students also reported that copying text from the
internet without acknowledging its source was acceptable. Thisniserning as researching

for homework is one of the most common online activities of high school students.
addition, most students reported that they think it is legal to share music and DVDs on the
internet.

MESSAGES FROM STUDENS REGARDING THE INTERNET

Finally, students were asked in open ended questions what was the best thing and the worst
thing about the internet and what they believed adults needed to know about young people
and the internet.

EWHAT IS THE BEST THNG ABOUT THE INTERNET

The themeghat emerged in answer tbhe question what is the best thing about the internet
wereimmediate or easgccess t@xtensiveinformation (schoolwork, research, music, sport

and general interesttommunicating and chatting with friendeeing able to keep in contact

with friends and family who do not gadmeyye <cl o
reduces feelings of isolanh andit is a source of entertainment and access to music

Somedirect quots from studentswere fiaccessd media. Staying in touch with friends and

f a mi Beging able fb keep in contact with family and friends in a fast and convenient way
and also being able to easily do research for school pojeidike fo go on facebook so that

i can talk to my frieds and look at photos and it helps a lot with homework for resédiith
allows you to socialise and bond with frienflst can also be a good way of meeting new
people from different places. It i$ a really great way for me as a young programmer to meet
and talk online (IRC) with other older programmers and learn more about our wonderful
crafto

EWHAT IS THE WORST THING ABOUT THEINTERNET

The themes that emerged in answethi question what is the worst thing about the internet
wereoverwhelmingly aboutyber bullyingandharassmentOther concerns wengop upsand

virusesi dentity theft and peoplexposwehtouniaatedkrude nt o
or disturbing images/videog.e. porn violence orgraphic physical accidenisspeed and

reliability of accessthat it can beaddictiveand time wastingthatit can be unsafe and that
there are Apredatorso online

Somedirect quotse from studentsvere fithe fact that some people post rude things without a
second thought as if iis cool Othe fthings younger people post about themselves on
facebook that put them in vulnerable positions and expose themselves to danger and or
threatso fithe worst thing about the internet is the bullying that goes on and how hurt people
can get by pople sitting behind their computer screens like cowards and not saying it face to
faceo andfiThe disturbing images that can be seen on the internet can be horrific. There are
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some things you will see on the internet that you would have never seen ianyoearlife
outside the internet. Wathas been seen cannot be unseen.

EWHAT DO YOU THINK ADULTS NEED TO KNOW ABOUT THE INTERNET

The themes that emerged in answers/at students thoughadultsshould know about the
internetwere predominantlythataduts needtanoni t or t heir chi |l dr eno s
check the history of the computer, talk with their children about their computer use, set
boundaris around use and behaviouwsderstand that children are being bullied and check

that their own childs not bullying others, that young people put up too much information

about themselves and inappropriate photos and that young people are able to get around
filters and barriers. Students also said that they can be trusted and that most do the right thing
when they are online.

Somedirect quots from studerd were fithey need to make sure that they e geting
harassedr harassingpeople @That children especially in year 7 and 8 when you struggle
the most withfriendshipsand fitting in should have their internet and phones monitored. |
have heard so many inappropriate stories about younger children that make me feel
uncomfortable especially when their parents are friends with me/my paréhdsilts needs

to be aware thahe internet is infinite. A person can have access to almost anythitig on
internet and | think that adts do not relise thiso andiGive them their space and have more
trust in what they do and that the parents have raised us and that we knovwonghiréng.

it is ok to check up on our facebook and msn friends to make sure that we know all the people
that we are friends with but parents can approach this from a trusting and nice way without
going behind our backs about it and doing it secxetly
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